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Home
This is the home of the Rights DNA 1.0 space.

To help you on your way, we've inserted some of our favourite macros on this home page. As you start creating pages,
blogging and commenting you'll see the macros below fill up with all the activity in your space.
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Features

 Shows the permissions of a single user across the projects.
 Shows who has permissions on a single project.
 Group users with common permission families for better management.
 Shows from where a permission is granted (the sources of the permission).
 Color-coded permissions for faster browsing.

 Compatibility with JIRA 6.x  and JIRA 7.x.
 

Installation & Configuration

Requirements
Configuration
Installation
Install notes for JIRA 7
What should I do if I installed an incompatible version?
Licensing
Uninstall

Requirements

A fully installed RightsDNA consists of two jar files. The simplest way is to use the bundle installer when installing RightsDNA. Please refer to the I
 for explanations and details.nstall Guide

Here is the list of available RightsDNA versions:

Version JIRA katl-commons

1.0 4.4.x 1.1.10

1.0.1 4.4.x 1.1.11

1.0.2 4.4.x 1.1.12

1.0.3 4.4.x 1.1.13

1.0.4 4.4.x 1.1.15

1.0.5 4.4.x 1.1.17

2.0 5.0.x 2.0.3

2.0.1 5.0.x 2.0.4

2.0.2 5.0.x 2.0.5

2.0.3 5.0.x - 5.1.x 2.0.8

2.0.4 5.0.x - 5.2.x 2.0.10

2.0.5 5.0.x - 5.2.x 2.5

3.0.x 6.x 3.0.x

3.1.x 7.x 3.1.x



4.0.x 7.x 4.0.x

Configuration

Configuration

Configure the  plugin following the steps below:RightsDNA

    Access the   /  menu, and then select the  link from the  section1. Administration Add-ons Rights DNA Config cPrime Plugins Configuration
on the bottom left of the menu:

 



     Configure the parameters for :2. RightsDNA

Here you can configure your equivalent directories to avoid such problems. To do this, select the equivalent directories from the list

Because JIRA allows the same username in different directories, the users could appear twice. A user directory is a place where you
store information about users and groups (e.g. LDAP, Active Directory, etc.). Two or more directories are equivalent if they store
information about the same users and groups. If you don't have equivalent directories, but you still have duplicate users it means that
those users are stored in more than one directory. Users found in multiple directories will be accompanied by a warning image.



using . After selecting the equivalent directories, click You can add multiple sets of equivalent directories. Each timeCtrl+Click Save. 
the configuration is saved, a new equivalence set is added.

You can also remove a pair of equivalent directories by clicking the trash bin icon. The selected set will be greyed out and deleted
once the configuration is saved. You must click in order for the changes to take place.Save 

 

A directory can't be in more than one pair at a time. If you try to configure a directory that is already configured, a message will
be displayed.



If you choose to continue, the sets that contain at least one of the directories from the current selection will be removed and the
new configuration will be saved:

You must select two or more directories for saving!



1.  

Installation

Installation via Atlassian Universal Plugin Manager

This page points the simple steps to follow for installing the plugin using the Universal Plugin Manager. This method requires an internet
connection.

If you are not familiar with Universal Plugin Manager (UPM), please read   before we begin.this document

Steps are simple:

1. Enter the administration screen and go to  .Administration  Add-ons  Find new add-ons   

2. Search for   plugin and install itRightsDNA

That's all.

Manual Install

It may seem more complicated, but a manual install is quite easy to do. After all, all you have to do is to copy some files. Here's how.

Manual Install

Do not worry, it's a simple task to install it manually:

1. Download the correct rightsdna obr file from  .Atlassian Marketplace

2. Go to . Install the previously downloaded obr file by using ' ' link.Administration  Add-ons  Manage add-ons    Upload add-on

3. Install a license for rights dna, which can either be provided as the   file, or as the key generated via the  ..licrightsdna Atlassian Marketplace
See more details about this in  .Licensing

Install notes for JIRA 7

When upgrading from an older version of JIRA to JIRA 7, you must update all our plugins as well.

As you can see on this  , the versions compatible with JIRA 7 are the 3.1.x versions and the 4.0.x version compatible with the newpage
katl-commons 4.0.x.

What should I do if I installed an incompatible version?

As we have said before,   versions are compatible with  and   and  versions are compatible with  .3.0.x  JIRA 6.x 3.1.x  4.0.x JIRA 7.x

If you have installed Rights DNA 3.0.x on JIRA 7.x or Rights DNA 3.1.x / Rights DNA 4.0.x on JIRA 6.x, you should do the next steps :

https://confluence.atlassian.com/display/UPM/Universal+Plugin+Manager+Documentation
https://marketplace.atlassian.com/
https://marketplace.atlassian.com/plugins/com.keplerrominfo.jira.plugins.rightsdna/server/overview


1.  
2.  
3.  
4.  
5.  

1.  
2.  

Uninstall warden
Uninstall katl-commons
Uninstall Rights DNA
Install the right version of Rights DNA (the one compatible with your JIRA)
katl-commons and warden should now have the right versions as well

Licensing

Dual Licensing support

Versions 1.0.1+ and 2.0.1+ support both Kepler and Atlassian licenses, but you only need one valid license to run the plugin, which can is
provided as the  file, or as the key generated via the .rightsdna.lic Atlassian Marketplace

The order in which the licenses are checked is:

Atlassian License
Kepler License

It is  that you do not install both licenses at once, as this might yield unwanted results. For example, consider that youstrongly recommended
have an Atlassian License with the support date expired and one valid Kepler License. In this case you cannot update the plugin, because the
Atlassian License is checked first and its support date is expired.

Atlassian Licensing

The Atlassian Marketplace allows you to easily purchase or generate an evaluation license for Rights DNA.

Using Universal Plugin Manager 2.0.1+

After generating the license key, all you have to do is access the  section in your JIRA instance and paste the key intoAdministration-> Plugins
the corresponding plugin textbox.

After you uninstall katl-commons and warden, some plugins may remain disabled, so you may need to re-enable them
manually.

To support Atlassian licenses you need to install  (for JIRA 5) or  (for JIRA 4.4.x)  ikatl-commons 2.0.4+ katl-commons 1.1.11+  before 
nstalling Rights DNA.

https://plugins.atlassian.com/plugins/com.keplerrominfo.jira.plugins.rightsdna


Kepler Licensing

The Kepler license is a file ( ) which must be placed in the <JIRA_HOME>/kepler folder. You can either generate and download arightsdna.lic
free evaluation license by registering on  and accessing the  section, or you can purchase the plugin by following our site Licenses these

.instructions

 

Uninstall

Uninstall via Atlassian Universal Plugin Manager

At first we will uninstall the plugin and finally we'll remove the corresponding tables in the internal database.

Uninstall the plugin

If you are not familiar with Universal Plugin Manager (UPM), please read   before we begin.this document

1) Log in as administrator and go to Jira Administration in the right up section of the page

2) Click on the `Add-ons` menu link ant then the Manage Add-ons section

Reminder
Don't forget that you need only  valid license to run the plugin.one

Technical info
Starting with  an new plugin, called , will be automatically installed by any paid add-on (includingkatl-commons version 2.5.5 Warden
Rights DNA). This plugin is responsible with the management of licenses (both JIRA and Kepler). Do not attempt to uninstall it without
removing first all the Kepler paid add-ons.

Removing an unused license
If you want to remove a no longer used Atlassian license, this can be done in UPM (for UPM 2.0.1+) , by removing the old license key
and clicking Update. To remove a Kepler license, you have to delete the correspondent .lic file from the kepler folder. Note that any
change to the Kepler license requires a server restart.

http://jira-plugins.kepler-rominfo.com/x/
http://jira-plugins.kepler-rominfo.com/x/pricing/id/7
http://jira-plugins.kepler-rominfo.com/x/pricing/id/7
https://confluence.atlassian.com/display/UPM/About+the+Universal+Plugin+Manager


3) Search for `Rights DNA` plugin in `User Installed Plugins` section and click on `Uninstall` button

4) Press `Continue` when the uninstall confirmation dialog box appears



Optionally, you can provide feedback on the reason why you uninstalled the plugin.

5) A message "successfully uninstalled" should appear

Remove the tables

You can go to the internal database administration tool.

You can use a visual tool or a command line tool and remove the following tables in your database:

krightsdnacustomer
krightsdnapermset
krightsdnapermsetusers
krightsdnauserdefinedfamily

Manual Uninstall

At first we will uninstall the plugin manually and finally we'll remove the corresponding tables in the internal database.

Uninstall the plugin

Goto the folder where Jira server has been installed.

Access   and manually delete Rights DNA plugin.<JIRA_APPLICATION_DATA>/plugins/installed-plugins

Remove the tables

Now you can delete Rights DNA corresponding plugin tables.

You need to have access where the Jira server has been installed.



You can go to the internal database administration tool.

You can use a visual tool or a command line tool and remove the following tables in your database:

krightsdnacustomer
krightsdnapermset
krightsdnapermsetusers
krightsdnauserdefinedfamily

Restart the server

Now you can restart Jira server

User Guide

Years of careless maintenance can create a lot of external and internal users with strange permissions on some projects. In order to sort it out, we
created RightsDNA  to colorfully show our administrators where the problems are.

The plugin contains a suite of useful tools to help you maintain a clean and secure JIRA environment. Rights DNA focuses on calculating the
effective rights and shows from where a permission is granted (the sources of the permission).

DNA ?

The permission (or rights) DNA of a user is represented as a colored bar.

This encapsulates all the permissions a user can have. Each permission is color-coded and is represented by a square on the bar. If the
placeholder for a certain permission is white, it means that the user does not have that permission.

Different shades of the same color are used to represent permissions in a certain category.

 

Category DNA segment

Global Permissions

Project Permissions

Issue Permissions

Voters & Watchers Permissions



Comments Permissions

Attachments Permissions

Time Tracking Permissions

 

The permissions contained in each category are as follows:

Category Permissions Description Color

Global
Permissions

JIRA
Administrators

Ability to perform most administration functions (excluding Import & Export, SMTP Configuration, etc.).

Bulk Change Ability to modify a collection of issues at once. For example, resolve multiple issues in one step.

Create Shared
Objects

Ability to share dashboards and filters with other users, groups and roles.

Manage Group
Filter
Subscriptions

Ability to manage (create and delete) group filter subscriptions.

JIRA System
Administrators

Ability to perform all administration functions. There must be at least one group with this permission.

JIRA Users Ability to log in to JIRA. They are a 'user'. Any new users created will automatically join these groups,
unless those groups have JIRA System Administrators or JIRA Administrators permissions.

Browse Users Ability to select a user or group from a popup window as well as the ability to use the 'share' issues feature.
Users with this permission will also be able to see names of all users and groups in the system.

Project
Permissions

Administer
Projects

Ability to administer a project in JIRA.

Browse Projects Ability to browse projects and the issues within them.

View Version
Control

Ability to view Version Control commit information for issues.

View Read-Only
Workflow

Users with this permission may view a read-only version of a workflow.

Issue
Permissions

Assign Issues Ability to assign issues to other people.

Assignable User Users with this permission may be assigned to issues.

Close Issues Ability to close issues. Often useful where your developers resolve issues, and a QA department closes
them.

Create Issues Ability to create issues.

Delete Issues Ability to delete issues.

Edit Issues Ability to edit issues.



Link Issues Ability to link issues together and create linked issues. Only useful if issue linking is turned on.

Modify Reporter Ability to modify the reporter when creating or editing an issue.

Move Issues Ability to move issues between projects or between workflows of the same project (if applicable). Note the
user can only move issues to a project he or she has the create permission for.

Resolve Issues Ability to resolve and reopen issues. This includes the ability to set a fix version.

Schedule Issues Ability to set or edit an issue's due date.

Set Issue Security Ability to set the level of security on an issue so that only people in that security level can see the issue.

Voters &
Watchers
Permissions

Manage Watchers Ability to manage the watchers of an issue.

View Voters and
Watchers

Ability to view the voters and watchers of an issue

Comments
Permissions

Delete All
Comments

Ability to delete all comments made on issues.

Delete Own
Comments

Ability to delete own comments made on issues.

Edit All
Comments

Ability to edit all comments made on issues.

Edit Own
Comments

Ability to edit own comments made on issues.

Add Comments Ability to comment on issues.

Attachments
Permissions

Delete All
Attachments

Users with this permission may delete all attachments.

Delete Own
Attachments

Users with this permission may delete own attachments.

Create
Attachments

Users with this permission may create attachments.

Time Tracking
Permissions

Work On Issues Ability to log work done against an issue. Only useful if Time Tracking is turned on.

Delete All
Worklogs

Ability to delete all worklogs made on issues.

Delete Own
Worklogs

Ability to delete own worklogs made on issues.

Edit All Worklogs Ability to edit all worklogs made on issues.

Edit Own
Worklogs

Ability to edit own worklogs made on issues.

 

Permission Sources

Each user can have a permission for a variety of reasons. He can have a permission because he is in a certain group or project role or because
he is the Assignee on an issue, for example. We call these permission sources.

Each permission can have any (or none) of the permission sources listed below:

Permission
Source

Variety Description

Direct None The user is assigned the permission directly.

Group Direct One of the groups the user is member of is given the permission.

Anyone This is a pseudo-group which gives all users (registered or anonymous) a certain permission

Project Role Direct The user is assigned directly in the project role that has the permission

From
Group

The user belongs to one of the groups assigned to the project role that has the permission



Assignee None The user has the permission because he  the assignee on an issue. This does not necessarily mean thatCAN BE
he does have the permission at the moment.

Reporter None The user has the permission because he  the reporter of an issue. This does not necessarily mean that heCAN BE
does have the permission at the moment.

Project Lead None The user has the permission because he is the project lead.

 

Families

Families are sets of users grouped by common DNA. This means that the users in a family may have different permissions for different projects,
but for each project they all have the same permissions with identical permission sources.

Families

Family Scanner
Family Browser
Managing Families
Define Families
Predefined Families

Family Scanner

Scanning

Allows you to filter the JIRA users by a certain criteria (see below) and then group them by common permission DNA for better management.

Assignee,  and  permission sources are not verified by default. We called these  If youReporter Project Lead dynamic permissions.
wish to include these in the analysis check the  check-box when scanning.Check Dynamic Permissions

For more information about families, see .Managing Families



Calculates effective rights for a set of users grouped by a certain criteria.

There are two criteria you can filter users by:

e-mail - analyze effective rights starting from a set of users with common e-mail keywords.

group - analyze effective rights starting from a set of users who are members of the selected group.



As always, you have the option to include or not the  in the scan.dynamic permissions

Results

The result is a set of families.

Families are sets of users grouped by common DNA. This means that the users in a family may have different permissions for different projects,
but for each project they all have the same permissions with identical permission sources.

Advices

For more information about families, see .Managing Families

When moving a user into a family, the permissions of that users will change immediately.

http://confluence.kepler-rominfo.com/display/RDNA10/Managing+Families


Besides calculating effective rights for a set of users grouped by a certain criteria, this tab highlights some situations based on the DNA of each
family. We call them advices.

Are displayed as a warning icon at the end of the project row they applied to or at the end of the global permissions row. To see the effective
advice you have to hover  over the warning icon.

This helps you to see useless permissions within projects.  For example,  it warns you when:

-users don’t have JIRA Users global permission, but they have some other permissions.

-users have some project-related permission but they don’t have permission to browse that project.

-users  can create issues on the project but they can’t see them (they don’t have the Browse Projects permission).

When JIRA is private , it warns you when group “Anyone” is in Global Permission. This means that even if you don’t want public users to login,
Anyone can take advantage of global permissions.

 

The number of families per page is configurable. By default, a single family per page is displayed.

Adding Predefined Families

To add a predefined family to the family set you have to click the  button in the upper-right corner of the family set. AAdd Predefined Family

Since rights-DNA 2.0.3, the default number of families displayed per page is 10.



dialog will be displayed allowing you to choose a family defined in the  tab.Define Families

Saving

You can save your families by clicking the  button at the bottom of the page. Save In the  tab you will be able to browse Family Browser through
.the  sets of familiessaved  by name

You can change the name for the family before adding it. Bear in mind that you cannot have two families with the same name for the
same scanning criteria.

  

For more information about defining families, see .Define Families



 

 

See Also:

 
Error formatting macro: contentbylabel: com.atlassian.confluence.api.service.exceptions.BadRequestException: Could not parse cql : null

Family Browser

Browser

The current tab displays all the sets of families saved using the   tab.Family Scanner

You must enter a name for the permission set before saving.

  families   You can not save two sets of scanned by the same criteria. The results will be overwritten.

Error formatting macro: contentbylabel: com.atlassian.confluence.api.service.exceptions.BadRequestException: Could not parse cql : null



 

Results

After selecting a permission set, the scanning criteria and the families will be displayed.

 

Families are sets of users grouped by common DNA. This means that the users in a family may have different permissions for different projects,
but for each project they all have the same permissions with identical permission sources.



 

The number of families per page is configurable. By default, a single family per page is displayed.

Adding Predefined Families

To add a predefined family to the family set you have to click the  button in the upper-right corner of the family set. AAdd Predefined Family
dialog will be displayed allowing you to choose a family defined in the  tab.Define Families

For more information about families, see .Managing Families

All changes will be immediately saved.

Since rights-DNA 2.0.3, the default number of families displayed per page is 10.

http://confluence.kepler-rominfo.com/display/RDNA10/Managing+Families


 

You can change the name for the family before adding it. Bear in mind that you cannot have two families with the same name for the
same scanning criteria.

  

For more information about defining families, see .Define Families

When browsing, there is no guarantee that user's permissions have not changed in the meantime. For example, if you do a scan by
email containing , then save the family and change his permissions after saving, this won't be reflected in the already savedtom.tom
family.



 

See Also:
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Managing Families

Families

Families are sets of users grouped by common DNA. This means that the users in a family may have different permissions for different projects,
but for each project they all have the same permissions with identical permission sources.

As always, you can  and  permission details per projects for easy access.expand collapse
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It is also possible to see the permission sources by hovering over the permission color you are interested in.

If you hover over the user names, a menu will appear with detailed information about the user and other useful links.



 

Renaming a Family

To rename a family, all you need to do is click its name. The name will change to a text box allowing you to change it.

 

 

Adding a User

You can also move users from one family to another or even add users who were not covered by the scan. To do this, click the buttonAdd User 
in the top-right corner of the family panel. A box will appear prompting for the username you wish to add to the family.

You cannot have two families with the same name for the same scanning criteria.



 

Deleting Empty Families

After moving users from one family to another is possible that some families remain without any user and you can delete them.

When a family is left with no users, the  button will be displayed in the upper-right corner of the family panel, which will allow you toDelete Family
remove it from the set.

See Also:
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Define Families

This tab allows you to define your own families. You can later add them to the and results using the "Add Family Scanner  Family Browser
Predefined Families" button at the upper-right corner of the family set.

If the user is already in a family of the same scan, he will be removed from that family and added to this one.

When you choose to move a user into a  family, you have to be aware that the permissions of that user will change. He will have the
same permissions, with identical permission sources, as the users in the family he was moved into.
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Adding a project

To add a project to your family you have to click the  button in the bottom-right corner of the family panel. A box will be displayedAdd project
allowing you to choose a project from a list of projects.

You cannot add the same project multiple times. If you try to add the same project another time the following error message will appear in the
dialog box:



 

Adding a permission

On you can see the permissions and sources of the family and add  permissions and sources for those permissions.  Expand 

To add a permission, click the link in the expanded table for the corresponding project or global permissions. A dialog will beAdd Permission  
displayed allowing you to choose a permission.

The dialog for adding will look like this:Global Permissions 

The dialog allows you to choose the permission category and then a permission from that category.Project Permissions 



After adding the permissions, the family will look like this:

For each permission you have two options:

Delete  - will remove the permission with all its sources.  
Add Permission Source - add more sources for that permission.



Adding permission sources

You can choose the sources for permissions from the dialog which will be displayed when clicking the link.Add Permission Source 

The dialog for Global Permissions will look like this:

Project permissions can be granted to:

Individual users (Direct permission source)
Groups
Project Roles

The dialog which allows you to add sources for the project permissions is presented below:

Global permissions are only granted to groups of users.





 

Deleting a permission source

After adding the permission sources the family will look similar to the one below:

You can remove a permission source by clicking the red marker.

Saving your family

You can save your families by clicking the  button at the bottom of the page. Save In the  and   Family Scanner Family Browser tab you will be
 to add them using the "Add Predefined Families" button at the upper-right corner of the family set .able  

The family will be saved with the default name ("Your family name"), unless you change it before saving.

 

 

 

Predefined Families

Adding permission sources that do not already exist will be granted when the first user is assigned to the family. For example, say we
have no  permission for the  group. However, we add this as a permission source in one of the predefinedBrowse Project jira-users
families. When a user is assigned to the family, the  permission will be granted to the  group. This can impactBrowse Project jira-users
other families and permissions, so use this feature with care.

For more information about permission sources, see .User Guide

To rename a family, see .Managing Families

You cannot save the family if you defined permissions with no sources.

 

   



This tab allows you to manage the families you defined in the  tab.  You can delete them or modify their permissions and sources.Define Families

A family will be displayed after selecting a family name from the select box.

Delete family

To delete a family you have to click the Delete Family button in the top-right corner of the family panel.

Modify family

Save family

After you modify your family you can save the changes by clicking the   button in the top-right corner of the family panel. Save Family In the Famil

Since rights-DNA 2.0.3

For more information about adding/removing permissions and sources, see .Define Families

http://confluence.kepler-rominfo.com/display/RDNA10/Family+Scanner


 and   to add them using the "Add Predefined Families" button at the upper-right corner of they Scanner Family Browser tab you will be able
family set . 

The family name will remain the same, unless you change it before saving.

Permissions By User

Scanning

This tab allows you to select a user and see what permissions are granted to him across the projects.

The  option permits the inclusion of dynamic permissions like Assignee and Reporter in the scan.Check Dynamic Permissions

 

There are two ways of selecting a user :

through  - you will get a list of possible matches after starting typing.autocomplete

You cannot save two families with same name or same permission sources.

To rename a family see, .Managing Families

For more information about dynamic permission sources see  .User Guide

http://confluence.kepler-rominfo.com/display/RDNA10/Family+Scanner
http://confluence.kepler-rominfo.com/display/RDNA10/Family+Browser
https://confluence.kepler-rominfo.com/display/RDNA10/User+Guide#UserGuide-sources


using the  - clicking on the icon will show the dialog you are accustomed to, like in the image below:pop-up



Results

After setting your options and clicking submit the results will be displayed as:

The table shows the projects the user has permissions on and, in the first row, the global permissions the user has. Each color represents a
permission (for more information see ) and shows that the user has that permission. If the placeholder for a certain permission isUser Guide
white, it means that the user does not have that permission.

For each project there is a link to the project page (by clicking on the name of the project) and to the permission scheme of that project.



Details

On  you can see from where a permission is granted (the sources of the permission).Expand

 

 

 

Check Dynamic Permissions filter will display in result set the permissions that user  have as Assignee or Reporter of an issue.CAN

For more information about permission sources see .User Guide

It is also possible to see the permission sources by hovering over the permission color you are interested in.



See Also:
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Permissions By Project

Scanning

This tab shows all the users who are granted permissions for the selected project.

The  option allows the inclusion of dynamic permissions like Assignee and Reporter in the scan.Check Dynamic Permissions

Results

The results will be displayed as:
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For more information about dynamic permission sources see  .User Guide

https://confluence.kepler-rominfo.com/display/RDNA10/User+Guide#UserGuide-sources


The table shows the users who have permissions on the selected project and the global permissions each user has. Each color represents a
permission and shows that the user has that permission. If the placeholder for a certain permission is white, it means that the user does not have
that permission. (for more information see )User Guide

Each user has a link to the user details page (by clicking on the user's name). To see the  of the selected project you canPermission Scheme
click the link displayed in the top-right corner of the results table.

 

Expanding a row will display the user's permissions details.

By hovering over the user names, a menu will appear with detailed information about the user and other useful links.

By hovering over a color, the permission's description and sources will be displayed.



 

Check Dynamic Permissions filter will display in result set the permissions that user  have as Assignee or Reporter of an issue.CAN

 

See Also:

For more information about the permissions and sources, see .User Guide
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Issue Security

The  tab shows the users who can see a specific issue based on its .Issue Security security level

Once you have selected the issue, the  field below it will immediately update to show the security level of the specified issue.Security Level

 

To see the users who have the security level required for the issue, click Submit.
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Other Sanity Checks

The  tab allows you to generate reports useful for maintaining a clean JIRA environment.Sanity

Last Login

The  report will show all users who have not logged in since before a specified date. This helps keep track of inactive users that stillLast Login
count toward your license limit.

Not all users shown in the report can actually see the specified issue unless they also have the  permission for theBrowse Project
project the issue belongs to.



You can  (remove user from all the groups he/she belongs to and remove him/her from any project roles he/she might have) and deactivate delet
(remove user from JIRA) users. To do that you have to check the users you want to deactivate/delete.e 

To select all users click the checkbox from the  column.User

On  a box will be displayed to confirm if you want to continue with this action.Delete Users

 

 Duplicate Users

The  report shows the users who can be found in multiple directories.Duplicate Users

The report is aware of the mirrored user directories from the  page. This means that users who only belong to pairs of directoriesConfiguration
which are already configured are ignored from the report.

The  report is helpful because the users shown might not belong to the same groups in both directories and if the primaryDuplicate Users
crashes, those users might end up having different permissions than expected.

Since version 2.6.3, deactivating a user just sets its active flag to false, keeping its associated groups and project roles.

In case of users from read-only LDAP directory, for which the active flag can't be updated, they are only removed from all groups
associated to the following global permissions: JIRA Users, Administrators and System Administrators.



 

Deactivated Users

The  report shows the users who do not belong to any group nor do they have any roles on any projects. Deactivated usersDeactivated Users
will not be able to log in and will not count towards your license limit. The report shows deactivated users from the specified directory.

You can  (add user as member of a group - only groups who have JIRA User permission) and (remove user from JIRA) users. Toactivate delete 
do that you have to check the users you want to activate/delete.



To select all users click the checkbox from the  column.User

To , a dialog will be displayed from where you can choose the groups to add the selected users to.Activate Users

To   a dialog will be displayed to confirm the action.Delete Users

Permission Helper

Scanning

This tab gives you advices regarding what you should do to grant a certain permission to a user on a particular project or issue, or, if the user has
that permission, it shows the permission sources.

You can choose a filter criteria for the permission helper, either by project or by issue.

Note that scanning a permission by project only checks non-dynamic permission sources (direct, by group, by project role or by project lead).

The dynamic permissions (eg. assignee, reporter) are only relevant in an issue context, so you can switch to this criteria and choose a particular
issue for scanning.

You can select the user for which to check the permission either through autocomplete - you will get a list of possible matches after starting
typing, or by using the user picker pop-up lunched from the right of the input.

Since version 2.6.3, activating a user which has its active flag set to false just sets it back to true, preserving the user's associated
groups.

In case of users which have the active flag set to true, but aren't members of any of the groups associated to the following global
permissions: JIRA Users, Administrators or System Administrators, they will be added to the selected groups from the JIRA Users
Groups dialog.



After selecting your criteria (project or issue), the user and the permission to analyze you can click submit.If any of the project, issue or user are
invalid, an error message will be displayed.

If validation passes, you will be shown the analysis result. If the user has the given permission for the given project/issue context, the permission
sources will be displayed.

For the issue criteria, the issue security is also checked.

Results

If the user doesn't have the given permission for the given project / issue context, you will be shown all the failed permission sources.

For project role or group permission sources, you can expand the result and see in what groups / project roles should the user be included to be
granted the permission, as well as what other permissions he will be granted by joining that groups / roles.



1.  
2.  

You can also try the "Suggest Families" button, that will scan for all permission families that contain the searched permission on the given issue /
project.

Suggested families will be ordered by the number of users from the same email domain as the searched user. Clicking on the "Show Users"
button will show all the family members.

You can add the user to any of the suggested families by clicking the "Add User" button of the specific family.

You can then do a rescan of the user permission and you will see the user was granted the permission.

Backup and restore

 

At Restore: install first the plugins

 

Mundane operations as backup and restore may pose some problems to the unsuspecting JIRA administrator. Since all the Kepler plugins create
some tables in the JIRA schema  - we created this mechanism long before Active Objects was introduced into Atlassian's framework - you need
to take some precautions at restore.

Specifically, at restore you need to create the tables used by our plugins. You do not need to copy schema from the previous JIRA or fill it with
data, you just need to   (enabling the plugins would create the needed tables).simply install the plugins into JIRA before restoring

Rights DNA has two dependencies:

katl-commons (core support)
warden (used for licensing)

For reference, these are the tables created by each add-on

Plugin Tables

Adding the user to a suggested permissions family will remove the user from ANY other permission groups he/she belongs to.



Rights DNA krightsdnacustomer

krightsdnapermset

krightsdnapermsetusers

krightsdnauserdefinedfamily

katl-commons kplugins

kpluginscfg

kissuestate

kstatevalues

warden -
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